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1 Website Security 
Like so many aspects of our lives that we take for granted, everything works and we don’t pay much 
attention to them. Like a car – it reliably takes you wherever you want to go. Until it breaks down 
and then you enter a world of pain – you can’t make it to that hair appointment, you can’t do that 
trip to pick up groceries, you can’t collect your daughter. We then realise how incredibly reliant we 
are on our car. Then there is the hassle and expense of getting it repaired – if it’s not running 
arranging to get it towed or otherwise collected, then travelling to collect it when the work is 
finished. Lots of time and inconvenience! 

Now, whilst your website may not form such a pivotal role in your life, believe me, if it gets hacked, 
it can be a very painful experience. As well as being unavailable, it can lose you business, affect your 
site ranking and many other related problems. And take a long time to properly fix if you didn’t 
already have measures in place. 

The known statistics for cyber-crime are mind boggling and it is also well recognised much cyber-
crime goes unreported. Many a big company has had security breaches and vast numbers of 
customer records stolen. Equifax, Tesco Clubcard, Tesco Banking and Boots amongst many others 
have had data stolen including customer email addresses and passwords. And as I discuss later, 
many people make the big mistake of using the same memorable password across all their websites. 

To find out if your email address was one of the tens of millions stolen and sold on the black market 
(probably the dark web), you can check your email addresses here https://haveibeenpwned.com/. 

I know I am not alone in having received a threatening email alluding to being caught on webcam 
whilst viewing websites of a certain nature. Pay up in bitcoin or the video will be shared on your 
social media. Where these emails really grab your attention is where they reference a password that 
you have used and that you may recognise. Now you know where they got it from and how. 

So, grab a coffee, sit down and have a read of this ebook I’ve written specially for you. If your 
website is based on WordPress you’ll get some extra benefit. 

1.1 Backups and Restores 

1.1.1 Website 
First things first. Arguably the most important thing to be doing is ensuring you take regular backups 
of your website. You absolutely should be doing this regularly. Regardless of hacking risks, if your 
website becomes corrupted for any technical reason, you can quickly and easily recover. Or if in the 
unlikely event your hosting company runs in to any kind of trouble, you can point your domain name 
servers at a new address with an alternative hosting company, perform a restore from backup and 
your website quickly be up and running again. 

I recommend the Updraft WordPress plugin – free and very easy to use. You can arrange for backups 
to be stored remotely such as on Google drive as shown below. Backups can be scheduled to take 
place on a regular basis. It is not recommended storing your backups on your webserver – if you lose 
access or if it breaks, you’d potentially lose your backup file also. 

The following screenshot is of Updraft and you can see that in this instance Google drive is used to 
store the backup files. 
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Backups are useless if you can’t restore them. You should set up a sandbox environment (some web 
host companies offer staging environments which could be used for this) and perform a restore. You 
should then conduct a thorough review of the website and make sure it all looks correct. Check that 
all links work, buttons, contact forms, all blog entries are there. Confirm that everything is working 
properly as expected. This achieves two things – firstly that the backup file has worked and that it 
has actually captured everything as expected. Secondly that the restore worked properly and that 
you know and understand how to do it. Better to iron out any problems with your backup and 
restore now when you have time and no pressure than when your site has gone down and you don’t 
know how to do a restore. 

It is wise and good practise to document the entire process and also store this document on a cloud 
location such as the same place the backups get stored. Be sure to password protect your backups 
and store the details in a secure place – I recommend a Chrome browser plugin called LastPass for 
this. There is a paid version which enables use of the corresponding app on tablets and 
smartphones. You can also do team sharing of passwords (more about this later). 

To be super sure, you should ask a member of your staff to read the documented procedure and 
carry out a restore. This tests that you have created a clear document that anyone can follow in an 
emergency. By the way, this is good practise to do with all your business continuity documents (also 
known as disaster recovery) to ensure they can be easily and readily retrieved and executed when 
the need arises.  

Right, you now know and are confident that your website is being properly backed up and can be 
restored. I’d suggest you do a practise restore on a regular basis to make sure all is well. In the world 
of software, version updates happen regularly - WordPress, PHP, themes and plugins. Any 
compatibility glitch could stop your backups working. Although this is highly unlikely in practise, only 
a fool would assume everything was ok. Check regularly and avoid problems. 

1.1.2 PC Backups 
For many of the same reasons, you should be backing up your PC and indeed all of your company’s 
computers where data, work or other related digital assets are stored. Hard disks do fail and so you 
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need to be able to quickly recover data and restore to a replacement disk when needed. It is 
possible to do continual backups in real time so that in theory you never lose more than maybe a 
couple of minutes work. For security, physical backups should be stored offsite to protect from fire, 
theft, flood or other damaging events. Backups to the cloud are a great way to do this of course.  

1.2 Passwords 
Our world is very reliant on passwords. From online banking to ordering with Amazon, most of us 
have a large number of passwords to manage. Cybercrime is on the increase and takes on a huge 
number of guises. From employees copying customer data onto a memory stick for their own benefit 
or even criminal use to keyloggers, viruses, hacking, phishing, ID theft and many other computer or 
data related crimes. Many crimes start with hackers gaining users’ passwords. Traditionally people 
have used things like their daughter’s name, favourite colour or some other easy to remember word. 
And people would use this same password for all their websites creating the obvious problem that 
once a criminal knows that password, they can access every single site for that user. Not good! Some 
hacking techniques involve creating code that cycles through the dictionary trying each word as a 
password to see if it works – trial and error on an automated scale. This is known as a brute force 
attack. 

So, if you are still using a password like that you need to stop right now and change all your 
passwords please. And make them obscure. And unique – never use the same password twice. 

Obfuscation is the action of making something obscure, unclear, or unintelligible. You need to use 
obfuscated passwords. Bh&5f$f£dgkjh* is an example of an obfuscated password. Now, we all know 
that there is no way you are going to remember that. And it gets more complicated when you have 
multiple passwords for multiple websites. 

This is why you need a password manager. I recommend LastPass. You will need to remember one 
single strong master password to access LastPass and that’s it. Completely free to download for 
personal use. You can import all your login and password details from your browser, at which point I 
recommend you delete them all from your browser and disable browser password storage.  

LastPass will perform all kinds of helpful tasks – generate obfuscated passwords (I’d recommend 
setting the readable option so that it is still possible to read and type a password manually if needed 
– this avoids lower case Ls, Is, upper case Os and zeros – all those characters which are visually 
difficult to distinguish). LastPass warns of duplicate passwords, old passwords and weak passwords. 
It will pre-populate the login fields for you on the websites you visit. It is available as a free browser 
plugin and also simply as a website so you can always keep a record of all your passwords and access 
them wherever you are. It allows you to also store secure notes and is geared up to store credit card 
details and the like. It is the ideal place to store passport photos and other important documents. 
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For company use, you can share passwords with colleagues and teams for example to access the 
WordPress admin pages for customer websites. And you can share them without making them 
visible – allows employees to login but not see the password used. 

The paid variant of LastPass offers an app that installs on your smartphone and tablet to make 
everything conveniently synchronised and accessible from all your devices. 

If you are an agency managing multiple customers and multiple websites, efficient password 
management is essential – any website will have several passwords associated with it – WordPress 
admin users, domain registration, e-commerce, payment methods and so forth. 

So, you’re now all backed up and your passwords are super secure and safely encrypted. What next? 

1.3 Security Software 
As I have already touched upon, there are numerous cyber threats that we need to protect ourselves 
from. I’m not going to describe every type of threat in detail or provide a definitive list but I am sure 
most of you will have heard the terms malware (malicious software) and virus (in itself a form of 
malware).  

It is worth investing in some good software (I recommend Avast for this) to protect you and your PC 
from cybercrime. You need protection from ransomware, spyware, phishing, viruses, webcam 
spying. Be secure with online banking and shopping. Implement a firewall, monitor downloaded files 
to ensure they are safe. Ensure your Wi-Fi connection is safe and secure, be warned against visiting 
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fake sites, allow you to open suspicious files safely, permanently delete files securely, update other 
software as well as itself automatically. 

Assuming you make updates to your website from your PC, it should be easy to realise the 
importance of securing it so that your website does not get adversely infected from your PC and 
indeed vice versa. It is likely your hosting company has implemented protection on its infrastructure 
so that all websites hosted are automatically protected to some degree. 

OK, so backups in place, passwords secured and now your PC is protected and locked down safely. 
Now we’ll discuss your website. 

1.4  Securing Your Website 

1.4.1 Making Sure Your Software is Always Up to Date 
Many software updates are published in response to security vulnerabilities that have been 
identified and for this reason it is imperative that all your software is kept up to date. This includes 
WordPress, PHP (your hosting provider will usually manage this for you), WordPress plugins and 
themes. Software such as Apache will usually be maintained by your hosting company. 

I recommend a free WordPress plugin called Easy Updates Manager to do this for you. 

 

This will monitor all your updates and installed theme and automatically update them as early as 
possible. 

1.4.2 SSL – Secure Sockets Layer 
SSL is vital for WordPress security. It securely transmits information to and from your website. In 
addition, it increases visibility and reduces the chances of your site being penalized by Google. SSL 
facilitates a website to be accessed via HTTPS. This encrypts data sent between website visitors and 
web servers. Since 2014, it has also been used as a ranking signal for search engine optimisation. 
Google flags non-HTTPS websites that transmit confidential data such as password and credit card 
data. 
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SSL should be implemented as standard these days. As well as reassuring visitors that your site is 
safe, it will help with your search engine optimisation. 

You definitely want avoid your site’s visitors seeing this: 

 

Many hosting companies will offer SSL as part of the hosting 
package. I recommend SiteGround for hosting, they offer solid high 
speed hosting with fantastic customer service and SSL as part of their 
hosting plan. There is no excuse for failing to have SSL implemented 
on your website today, it is very easy to implement. 

  

1.4.3 Configure WordPress to be Secure 
This section covers specific steps you can take to ensure your website is made more secure. 

1.4.3.1 Move WP-Config Outside the Root Folder 
wp-config.php is a very important configuration file, it contains sensitive information about your 
WordPress site, including database connections. 

If the wp-config.php file does not exist in the root folder, WordPress will automatically look for it in 
the folder above the root directory. Moving this file out of the root folder prevents wp-config.php 
from being accessible from the Internet. 

1.4.3.2 Setup Salts & Keys 
The wp-config file includes a section dedicated to authentication salts and keys. These salts and keys 
improve the security of cookies and passwords that are transmitted between a visitor’s web browser 
and the web server where the site is hosted. 

Keys can be set up by including or editing these lines after the other define statements in the wp-
config.php file: 

define(‘AUTH_KEY’, ‘include salt here’); 

define(‘SECURE_AUTH_KEY’, ‘include salt here’); 

define(‘LOGGED_IN_KEY’, ‘include salt here’); 

define(‘NONCE_KEY’, ‘include salt here’); 

Generate salts by navigating to the wordpress.org salt generator. 

1.4.3.3 Disable File Editing 
File changes can be done through Appearance > Editor from the WordPress dashboard by default. 

WordPress security can be improved by disabling file editing from the dashboard. This prevents 
attackers from changing files through the backend or wp-admin. Changes can still be made via 
SFTP/SSH. 
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Including the following two lines of code at the end of your wp-config.php file will disable file editing 
from the dashboard: 

## Disable Editing in Dashboard 

define(‘DISALLOW_FILE_EDIT’, true); 

1.4.4 WordPress Installation 
Avoid using the default user name of admin – that immediately gives hackers a leg up, they know so 
many installations have this default username. Use an obfuscated username and in fact you could 
just as easily use a LastPass generated password for a username. 

1.4.5 Security Plugin 
I recommend WordFence – this will look after a number of security aspects, alert you to out of date 
software, failed login attempts and also alert you of suspicious file changes. It offers a Web 
Application Firewall (WAF) and many other very useful features including IP address blocking if 
needed. Screenshot below: 

 

1.4.6 Two Step or Multi-factor Authentication 
There are several ways to setup two-factor authentication (2FA) in WordPress: 

SMS Verification – where you receive the verification code via text message. 

Google Authenticator App – Fallback option where you receive the verification code in an app. 

The free WordFence plugin offers two factor authentication: 
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1.4.7 Change the WP-Admin URL 
/wp-admin is the default folder and again, hackers writing malicious robot code (malbots) know this, 
so if you use a different folder name this will help. So instead of wp-admin use a foldername-of-
your-choice. 

1.4.8 Change Admin User ID 
Make it difficult for hackers to discover your username - when guessing you are “author=1”. Change 
your User ID to something like “9758”. 

1.4.9 Change the WordPress Login Error 
WordPress gives away information if your login fails – it displays whether the username or password 
was wrong. That tells someone trying to hack your site which part of the login is wrong. 

Take away the indication of which is incorrect and it makes it much more difficult for a brute force 
attack or to guess a login. 

Add this line to the functions.php file in the theme that you’re using to change the login error 
message: 

add_filter(‘login_errors’, create_function(‘$a’, “return 
‘<b>Error:</b> Invalid login credentials’;”)); 

You can use whatever message you like inside the ‘<b>Error:</b> Incorrect login’. 

1.4.10 Change User Nicename in MyphpAdmin Database 
Prevent your username from leaking out by changing the user_nicename in your database. When 
“/author/“ shows up, viewers will see a name different from your actual username. 

1.4.11 Disable Theme and Plugin Editing 
Many WordPress sites get hacked using Wordpress’s theme and plugin editors. This ability to edit 
theme files can be disabled in the admin dashboard by adding a line to wp-config.php (this file lives 
in the root directory of your WordPress installation). 
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Add this line before the “Stop Editing” line near the bottom of the file: 

define(‘DISALLOW_FILE_EDIT’, true); 

1.4.12 Password Protect the wp-admin Folder 
This will prevent unauthorised access to your important admin files and can be done from your 
control panel (note that images may vary according to your hosting provider, these images are from 
SiteGround) 

Click the “Password Protect Directories” link or icon in the Files section. 

 

Don’t add a password to any of the default folders, otherwise, no one will be able to visit the 
website unless they know the password. 

Click the “wp-admin” link to open its settings. 

 

Check the “Password protect this directory” box, leave “Enter a name …” blank. 

 



V I V I T Y
Internet Marketing 12

 

 

Create a username and password for accessing the admin folder. These should be different from 
your WordPress credentials. Click the “Add Or Modify The Authorised User” button to save your 
changes. Be sure to store these – LastPass is a good place for this. 

 

Access to the wp-admin folder outside of WordPress will require the username and password. 

1.4.13 Change SALTs in wp-config 
I’d recommend changing the SALTs encrypted passwords that relate to your site. This can be done 
manually or via the iThemes security plugin. 

1.4.14 Rename Database Prefix 
In phpMyAdmin on your server, change the wp_ prefix of table names – this will stop hackers from 
knowing where your database is located. This can be done during WordPress installation – see 
Advanced Options. Use something like zq79y_ 

1.4.15 Protect wp-uploads Files 
Prevent php injections into your uploads file. The 6G firewall takes care of this – see later. 

1.4.16 Check File Permissions 
For owner, group and other users 

# Permission rwx Binary 
7 read, write and execute rwx 111 
6 read and write rw- 110 
5 read and execute r-x 101 
4 read only r-- 100 
3 write and execute -wx 011 
2 write only -w- 010 
1 execute only --x 001 
0 none --- 000 

All directories should be 755 or 750. All files should be 644 or 640, except wp-config.php, which 
should be 440 or 400. 

1.4.17 .htaccess  
.htaccess is a configuration file and is used on servers running the Apache web server software. 
When added to a folder which is loaded by Apache, .htacess is detected and executed by Apache. 
The file can control different aspects of Apache functionality. It is very powerful. I would recommend 
installing 6g firewall code which you can find here https://perishablepress.com/6g/ 

1.4.17.1 Protect .htaccess 
This rule prevents hackers from accessing any 
files that start with “hta”. It will ensure that 

# Protect htaccess Apache 2.2 
<files ~ "^.*\.([Hh][Tt][Aa])"> 
order allow, deny 
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.htaccess files are protected in all of the folders 
on your server. 

deny from all 
satisfy all 
</files> 
 
# Protect htaccess Apache 2.4 
<FilesMatch 
"^.*\.([Hh][Tt][Aa])"> 
Require all denied 
</FilesMatch> 
 

 

1.4.17.2 Rewrite Rule: 
This rule is generated by WordPress if it has 
write access to your server, most notably to fix 
issues with pretty permalinks. 
 
If it isn’t already at the top of your file, place it 
there. Any other rules should go after the # 
BEGIN WordPress and # END WordPress 
statements. 

# BEGIN WordPress 
# Rewrite rule 
<IfModule mod_rewrite.c> 
RewriteEngine On 
RewriteBase / 
RewriteRule ^index\.php$ – [L] 
RewriteCond %{REQUEST_FILENAME} 
!-f 
RewriteCond %{REQUEST_FILENAME} 
!-d 
RewriteRule . /index.php [L] 
</IfModule> 
# END WordPress 

 

1.4.17.3 Restrict Logins to IP Range 
This rule restricts access to wp-login.php to an 
IP address. It protects from unauthorized login 
attempts in other locations. If you have a 
dynamic IP, you can still restrict logins to your 
ISP common range. 
 
Use this same entry on other authenticated 
URLs that you’d like to restrict, including /wp-
admin. 

# Block IPs for login Apache 2.2 
<files /wp-login.php> 
order deny, allow 
allow from MYIP 
allow from MYIP2 
deny from all 
</files> 
# Block IPS for login Apache 2.4 
<Files "wp-login.php"> 
Require all denied 
</Files> 

 

1.4.17.4 Protect wp-config.php 
This rule stops site visitors from accessing the 
wp-config.php file. It contains sensitive 
information about the database - name, host, 
username and password. It’s also used to 
define advanced settings, plus security keys and 
developer options. 
 

# Protect wp-config Apache 2.2 
<files wp-config.php> 
order allow,deny 
deny from all 
</files> 
 
#Protect wp-config Apache 2.4 
<Files "wp-config.php"> 
Require all denied 
Require ip 1.1.1.1 
</Files> 
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1.4.17.5 Prevent Directory Browsing 
This rule prevents attackers from listing the 
folder contents of your website, which might be 
information useful to helping them exploit your 
website. 

# Prevent directory browsing 
Options All -Indexes 

 

1.4.17.6 Prevent Image Hotlinking 
This is the rule to use to prevent other websites 
from using images that are hosted on your 
website. Hotlinking won’t get your site hacked, 
but it can result in a damaging exploitation of 
your server resources such as memory and 
bandwidth. Change “yoursite.com” to your 
website. 
 

# Prevent image hotlinking 
RewriteEngine on 
RewriteCond %{HTTP_REFERER} !^$ 
RewriteCond %{HTTP_REFERER} \ 
!^http://(www\.)yoursite.com/.*$ 
[NC] 
RewriteRule 
\.(gif|jpg|jpeg|bmp|png)$ – 
[NC,F,L] 
 

 

1.4.17.7 Block Includes 
This rule blocks hackers from inserting 
malicious files into any of the four primary 
folders used for includes: 
 
/wp-admin/includes/ 
/wp-includes 
/wp-includes/js/tinymce/langs/ 
/wp-includes/theme-compat/ 
 
These directives may cause issues for multisite 
instances of WordPress. Always test and use 
caution. 

# Block Includes 
<IfModule mod_rewrite.c> 
RewriteEngine On 
RewriteBase / 
RewriteRule ^wp-admin/includes/ – 
[F,L] 
RewriteRule !^wp-includes/ – 
[S=3] 
RewriteRule ^wp-
includes/[^/]+\.php$ – [F,L] 
RewriteRule ^wp-
includes/js/tinymce/langs/.+\.php 
\ 
– [F,L] 
RewriteRule ^wp-includes/theme-
compat/ – [F,L] 
</IfModule> 
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1.4.17.8 Prevent PHP Backdoors 
This rule prevents hackers from placing PHP 
backdoors in the /wp-includes/ and /wp-
content/uploads/ folders, which are two 
popular folders where malicious files are 
uploaded. 
 

# Backdoor Protection Apache 2.2 
<Files *.php> 
deny from all 
</Files> 
# Backdoor Protection Apache 2.4 
<FilesMatch ".+\.php$"> 
Require all denied 
</FilesMatch> 

 

1.5 Summary 
By implementing the suggestions and advice in this document, your website’s and PC’s vulnerability 
will be much reduced. Usually, after an attack, restoring a backup will fix the problem – obviously 
you need to identify how the attack happened and take steps to prevent it happening again. 

Run a quick check on your website’s security right now for free: 

https://sitecheck.sucuri.net/  

If you need urgent help, Securi are the company to contact. They will need all your login credentials 
from LastPass so have them available. 

https://sucuri.net/website-security-platform/help-now/ 

I wish you continued safety and security in your business! 
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